The way in which western nations are going?
Australia’s Attorney-General Brandis confirmed in a press conference on 5 August 2014 that
an “in-principle” decision has been made that data retention laws would be introduced to
parliament sometime later this year.
Last month, the Attorney-General in stating that the question of data retention “is under
active consideration by the government, asserted: this is very much the way in which
western nations are going.”i
This generalisation deserves some close scrutiny, as there are important contra-indications.
Several western nations have taken a different view to data retention, for example Country
Austria
Bulgaria
Cyprus
Czech Republic
Germany
Romania
Slovenia
Denmark
Slovakia
Sweden
UK

Status of Data Retention Regime
Ruled Unconstitutional
Ruled Unconstitutional
Ruled Unconstitutional
Ruled Unconstitutional
Ruled Unconstitutional
Ruled Unconstitutional
Ruled Unconstitutional
Session logging ceased following judgment of European Court of Justice.
Ceased following judgment of European Court of Justice. Records deleted.
Ceased following judgment of European Court of Justice. Records deleted.
Under Challenge

Germany has been without data retention measures since 2010, following a decision of the
German Constitutional Court. The Court emphasized that the collected data could be used
to establish “meaningful personality profiles of virtually all citizens and track their
movements”.ii The following year, a German parliament study concluded data retention in
Germany had led to an increase in the crime clearance rate of 0.006%.iiiiv
In Norway, data retention legislation is yet to be adopted, despite it being a member of the
European Economic Areav.

Under Denmark’s data retention regime, which commenced in 2007, telcos are required to
retain and store all their customers’ telephone and internet data for a period of one year.
The telco industry bears the cost of this storage and retention of their subscribers’ datavi.
The Danish law contains a requirement for session logging. The following information must
be retained: source and destination IP address, source and destination port number,
transmission protocol (like TCP and UDP) and timestampsvii.
In 2013, a reportviii produced by the Danish Ministry of Justice, highlighted that five years of
extensive Internet surveillance have proven to be of almost no use to the police ix. The
report mentions only two cases in which session logging proved useful to the police — and
both were cases of financial crimes. Torben Olander reported: “… the police and security
services are drowning in a tsunami of user data that they cannot sort and therefore cannot
use.”x
Critically, UK representatives before the CJEU in July 2013 conceded there was no “scientific
data” to underpin the claimed need for data retentionxi. As the authors of a study on the EU
Data Retention Directive highlight in respect to the “evidence” which has been presented to
justify the Directive, it is sufficient to note that the plural of anecdote is not “data”xii.

EU Data Retention Directive
On Friday 8 August, Andrew Colvin, AFP Deputy Commission stated:
“And the challenge to that directive, because it's an important point, is on the basis
of the oversight mechanisms that didn't exist in the EU …” (my emphasis)
The court’s concerns that the Directive “does not provide sufficient safeguards…to ensure
effective protection of the data retained against the risk of abuse and against any unlawful
access and use of that dataxiii” was just one reason leading to the court’s decision to strike
down the Directive as a disproportionate interference with fundamental rightsxiv. In 2010,
the European Data Protection Supervisor had called the Directive: “without doubt the most
privacy-invasive instrument ever adopted by the EU in terms of scale and the number of
people it affects.xv” In fact, the legitimacy of the legitimacy of the EU’s Data Retention
Directive has been questioned since legislation was first proposed in 2002.xvi
In April 2014, in the landmark judgment (by CJEU) the EU Data Retention Directivexvii was
declared invalid. This means that there is currently no EU law mandating the retention of
communications dataxviii. That the data retention scheme effectively introduced blanket
surveillance and treated everyone’s data the same was seen as especially problematic:
"the fact that data are retained and subsequently used without the subscriber or
registered user being informed is likely to generate in the minds of the persons
concerned the feeling that their private lives are the subject of constant
surveillance.xix"

In practice the CJEU ruling means that any legislation requiring retention of communications
data by a Member State of the EU must now comply within the framework set out in the
judgmentxx, which includes:






restrict retention to data that is related to a threat to public security and in particular
restrict retention to a particular time period, geographical area and /or suspects or
persons whose data would contribute to the prevention, detection or prosecution of
serious offences (paragraph 59);
distinguish between the usefulness of different kinds of data and tailor retention
periods to the objective pursued or the persons concerned (paragraph 63);
ensure retention periods are limited to that which is ‘strictly necessary' (paragraph
64);
restrict access and use of the data to the prevention, detection or prosecution of
defined, sufficiently serious crimes (paragraphs 60-61).xxi

Following the CJEU ruling:


In April, four Swedish telcos deleted their retained data. Since May 2012, they had been
required to store subscriber and location data for mobile, internet services, email, and
internet telephony for six months. The Swedish telecommunications regulator decided
it wouldn't take action against them, despite the continued existence of the Swedish
data retention law.xxii



The Danish parliament asked the government to consider the implications of this
decision for Denmark’s own data retention regime. In June 2014, it was reported that
the special session logging requirements in the Danish law will, be lifted immediatelyxxiii.
The publicly stated reason for this was not the CJEU ruling, but the technical difficulties
of using this retained data in police investigations (as discussed above).xxiv



The Constitutional Court in Slovakia suspended the relevant provisions of the Slovak
data retention law and included an order to delete already retained data
immediately.xxv Both the Slovenian and Romanian Constitutional Courts also ruled
blanket data retention to be unconstitutional in July this year.xxvi.

Digital Rights Ireland highlighted that:
“It is unprecedented in Europe for a law to be struck down so widely. Data retention
has been rejected unanimously by every supreme court or constitutional court to
consider it – at last count being held unconstitutional in Austria, Bulgaria, Cyprus,
the Czech Republic, Germany, Romania, and Slovenia as well as by the European
Court of Justice”.xxvii

New Data Retention and Investigatory Powers Act - UK
David Irvine, Director-General of ASIO pointed to the data retention law (DRIP)xxviii recently
passed in the UK when discussing the government’s moves on this front in a press
conference on Friday 8 August 2014.
However, this “emergency” legislation ignored the critical part of the CJEU ruling - that
blanket data retention severely interferes with the fundamental rights to respect for private
life and to the protection of personal data.xxixxxx
In this context, this new legislation is being challenged both in the national courts and at the
European Commission levelxxxi. Two British MPS are launching a legal challenge to the new
legislation. It is reported, they argue that DRIP is incompatible with Article 8 of the European
Convention on Human Rights (which covers respect for private and family life) as well as
Articles 7 and 8 of the EU Charter of Fundamental Rights (respect for private and family life
and the protection of personal data)xxxii.
An alternative – Targeted preservation notices

Australia
Largely absent from recent discussions on data retention is that changes made to the
Telecommunications (Interception and Access) Act in 2012xxxiii provided new and significant
powers to law enforcement and national security agencies following Australia’s signing of
the Council of Europe Convention on Cybercrime. As explained in the Act:
This Part establishes a system of preserving certain stored communications that are
held by a carrier. The purpose of the preservation is to prevent the communications
from being destroyed before they can be accessed under certain warrants issued
under this Actxxxiv.
‘Enforcement agencies' and 'interception agencies', including the AFP and state police, are
authorised to issue data preservation notices if they consider:



there are reasonable grounds for suspecting there are or may be stored
communications that might assist in connection with the investigation of a 'serious
contravention', and
the stored communications relate to the person covered by the notice.

These targeted preservation notices apply to stored communications, defined in the TIA Act
to mean:

stored communication means a communication that:
a) is not passing over a telecommunications system; and
b) is held on equipment that is operated by, and is in the possession of, a carrier;
and
c) cannot be accessed on that equipment, by a person who is not a party to the
communication, without the assistance of an employee of the carrier.
Law enforcement agencies will only be able to access the information retained pursuant to a
preservation notice under a warrant. We have set out in the following pages a visual
representation of how these existing laws operate from a practical perspective. Targeted
preservation notices used together with stored communications warrants provide an
alternative framework to mass data retention that is designed to ensure that any retention
and access to private data is necessary and legitimate.

Data Preservation Orders and Warrant Processes

Provision of stored data (emails) to Law enforcement agency

Interim email arrangements
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